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(57) ABSTRACT

According to one aspect of the present disclosure, a method
and technique for caller authentication is disclosed. The
method includes: responsive to initiation of a telephone call
by a caller from a first telephone unit to a second telephone
unit, retrieving an identification object comprising identifica-
tion information corresponding to the caller; encrypting the
identification object using an encryption key stored on the
first telephone unit; and transmitting, as part of the telephone
call, the encrypted caller identification object to a telephone
network destined for the second telephone unit.
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1
AUTHENTICATION OF PHONE CALLER
IDENTITY

BACKGROUND

Mobile or wireless telephone units are used in both per-
sonal and business applications. Telephone systems generally
have the capability to provide caller identification services
(caller ID) for identifying a calling party, such as displaying a
telephone number and/or name associated with the calling
party account. The caller ID information may enable the
called party to at least identify the telephone number and/or
name that may be associated with a received call.

BRIEF SUMMARY

According to one aspect of the present disclosure a method
and technique for authentication of caller identity is dis-
closed. The method includes: responsive to initiation of a
telephone call by a caller from a first telephone unit to a
second telephone unit, retrieving an identification object
comprising identification information corresponding to the
caller; encrypting the identification object using an encryp-
tion key stored on the first telephone unit; and transmitting, as
part of the telephone call, the encrypted caller identification
object to a telephone network destined for the second tele-
phone unit.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

For a more complete understanding of the present applica-
tion, the objects and advantages thereof, reference is now
made to the following descriptions taken in conjunction with
the accompanying drawings, in which:

FIG. 1 is an embodiment of a network of data processing
systems in which the illustrative embodiments of the present
disclosure may be implemented;

FIG. 2 is an embodiment of a data processing system in
which the illustrative embodiments of the present disclosure
may be implemented;

FIG. 3 is a diagram illustrating an embodiment of a data
processing system for authentication of phone caller identity
in which illustrative embodiments of the present disclosure
may be implemented;

FIG. 4 is a diagram illustrating a decryption key derivation
for authentication of caller identity in accordance with an
embodiment of the present disclosure;

FIG. 5 is a diagram illustrating a data communication
between a calling telephone unit and a called telephone unit
for authentication of caller identity in accordance with an
embodiment of the present disclosure;

FIG. 6 is a flow diagram illustrating an embodiment of a
method for authentication of caller identity in accordance
with an embodiment of the present disclosure; and

FIG. 7 is a flow diagram illustrating another embodiment
of'a method for authentication of caller identity in accordance
with the present disclosure.

DETAILED DESCRIPTION

Embodiments of the present disclosure provide a method,
system and computer program product for authentication of
phone caller identity. For example, in some embodiments, the
method and technique includes: responsive to initiation of a
telephone call by a caller from a first telephone unit to a
second telephone unit, retrieving an identification object
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comprising identification information corresponding to the
caller; encrypting the identification object using an encryp-
tion key stored on the first telephone unit; and transmitting, as
part of the telephone call, the encrypted caller identification
object to a telephone network destined for the second tele-
phone unit. Thus, in some embodiments of the present dis-
closure, a calling party encrypts an identification object hav-
ing information corresponding to an identity of the calling
party and transmits the encrypted identification information
to the called party as part of the telephone call (e.g., inserted
into the body of the session initiation protocol (SIP) invita-
tion). The receiving or called party may decrypt the received
identification object using a decryption key previously
received from the calling party or received from a third party
certificate authority (e.g., a telephone service provider). The
decrypted result may then be evaluated to determine the
authenticity of the identity of the calling party. For example,
if the decrypted result is scrambled or illegible, the authenti-
cation logic on the called telephone unit may return an error or
other notice of failure of caller identity authentication. The
receiving or called party may then reject the call, if desired.

As will be appreciated by one skilled in the art, aspects of
the present disclosure may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present disclosure may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present disclosure may
take the form of a computer program product embodied in one
ormore computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer usable or com-
puter readable medium(s) may be utilized. The computer
readable medium may be a computer readable signal medium
ora computer readable storage medium. A computer readable
storage medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a por-
table compact disc read-only memory (CD-ROM), an optical
storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document,
a computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus or
device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
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but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present disclosure are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the disclosure. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer-readable medium that can direct a computer or
other programmable data processing apparatus to function in
a particular manner, such that the instructions stored in the
computer-readable medium produce an article of manufac-
ture including instruction means which implement the func-
tion/act specified in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide processes for implementing the
functions/acts specified in the flowchart and/or block diagram
block or blocks.

With reference now to the Figures and in particular with
reference to FIGS. 1-2, exemplary diagrams of data process-
ing environments are provided in which illustrative embodi-
ments of the present disclosure may be implemented. It
should be appreciated that FIGS. 1-2 are only exemplary and
are not intended to assert or imply any limitation with regard
to the environments in which different embodiments may be
implemented. Many modifications to the depicted environ-
ments may be made.

FIG. 1 is a pictorial representation of a network of data
processing systems in which illustrative embodiments of the
present disclosure may be implemented. Network data pro-
cessing system 100 is a network of computers and/or com-
puting or data processing devices in which the illustrative
embodiments of the present disclosure may be implemented.
Network data processing system 100 contains network 130,
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which is the medium used to provide communications links
between various devices and computers connected together
within network data processing system 100. Network 130
may include connections, such as wire, wireless communica-
tion links, or fiber optic cables.

In some embodiments, server 140 and server 150 connect
to network 130 along with data store 160. Server 140 and
server 150 may be, for example, IBM® Power Systems™
servers. In addition, clients 110 and 120 connect to network
130. Clients 110 and 120 may be, for example, personal
computers or network computers. In the depicted example,
server 140 provides data and/or services such as, but not
limited to, data files, operating system images, and applica-
tions to clients 110 and 120. Network data processing system
100 may include additional servers, clients, and other
devices.

In the depicted example, network data processing system
100 is the Internet with network 130 representing a world-
wide collection of networks and gateways that use the Trans-
mission Control Protocol/Internet Protocol (TCP/IP) suite of
protocols to communicate with one another. At the heart of
the Internet is a backbone of high-speed data communication
lines between major nodes or host computers, consisting of
thousands of commercial, governmental, educational and
other computer systems that route data and messages. Of
course, network data processing system 100 also may be
implemented as a number of different types of networks, such
as for example, an intranet, a local area network (LAN), a
wide area network (WAN), a telephone switching infrastruc-
ture, etc. FIG. 1 is intended as an example, and not as an
architectural limitation for the different illustrative embodi-
ments.

FIG. 2 is an embodiment of a data processing system 200
such as, but not limited to, client 110 and/or server 140 in
which an embodiment of a system for authenticating an iden-
tity of a telephone caller according to the present disclosure
may be implemented. In this embodiment, data processing
system 200 includes a bus or communications fabric 202,
which provides communications between processor unit 204,
memory 206, persistent storage 208, communications unit
210, input/output (I/O) unit 212, and display 214.

Processor unit 204 serves to execute instructions for soft-
ware that may be loaded into memory 206. Processor unit 204
may be a set of one or more processors or may be a multi-
processor core, depending on the particular implementation.
Further, processor unit 204 may be implemented using one or
more heterogeneous processor systems in which a main pro-
cessor is present with secondary processors on a single chip.
As another illustrative example, processor unit 204 may be a
symmetric multi-processor system containing multiple pro-
cessors of the same type.

In some embodiments, memory 206 may be a random
access memory or any other suitable volatile or non-volatile
storage device. Persistent storage 208 may take various forms
depending on the particular implementation. For example,
persistent storage 208 may contain one or more components
or devices. Persistent storage 208 may be a hard drive, a flash
memory, a rewritable optical disk, a rewritable magnetic tape,
or some combination of the above. The media used by per-
sistent storage 208 also may be removable such as, but not
limited to, a removable hard drive.

Communications unit 210 provides for communications
with other data processing systems or devices. In these
examples, communications unit 210 is a network interface
card. Modems, cable modem and Ethernet cards are justa few
of'the currently available types of network interface adapters.
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Communications unit 210 may provide communications
through the use of either or both physical and wireless com-
munications links.

Input/output unit 212 enables input and output of data with
other devices that may be connected to data processing sys-
tem 200. In some embodiments, input/output unit 212 may
provide a connection for user input through a keyboard and
mouse. Further, input/output unit 212 may send output to a
printer. Display 214 provides a mechanism to display infor-
mation to a user.

Instructions for the operating system and applications or
programs are located on persistent storage 208. These instruc-
tions may be loaded into memory 206 for execution by pro-
cessor unit 204. The processes of the different embodiments
may be performed by processor unit 204 using computer
implemented instructions, which may be located in a
memory, such as memory 206. These instructions are referred
to as program code, computer usable program code, or com-
puter readable program code that may be read and executed
by a processor in processor unit 204. The program code in the
different embodiments may be embodied on different physi-
cal or tangible computer readable media, such as memory 206
or persistent storage 208.

Program code 216 is located in a functional form on com-
puter readable media 218 that is selectively removable and
may be loaded onto or transferred to data processing system
200 for execution by processor unit 204. Program code 216
and computer readable media 218 form computer program
product 220 in these examples. In one example, computer
readable media 218 may be in a tangible form, such as, for
example, an optical or magnetic disc that is inserted or placed
into a drive or other device that is part of persistent storage
208 for transfer onto a storage device, such as ahard drive that
is part of persistent storage 208. In a tangible form, computer
readable media 218 also may take the form of a persistent
storage, such as ahard drive, a thumb drive, or a flash memory
that is connected to data processing system 200. The tangible
form of computer readable media 218 is also referred to as
computer recordable storage media. In some instances, com-
puter readable media 218 may not be removable.

Alternatively, program code 216 may be transferred to data
processing system 200 from computer readable media 218
through a communications link to communications unit 210
and/or through a connection to input/output unit 212. The
communications link and/or the connection may be physical
or wireless in the illustrative examples.

The different components illustrated for data processing
system 200 are not meant to provide architectural limitations
to the manner in which different embodiments may be imple-
mented. The different illustrative embodiments may be
implemented in a data processing system including compo-
nents in addition to or in place of those illustrated for data
processing system 200. Other components shown in FIG. 2
can be varied from the illustrative examples shown. For
example, a storage device in data processing system 200 is
any hardware apparatus that may store data. Memory 206,
persistent storage 208, and computer readable media 218 are
examples of storage devices in a tangible form.

FIG. 3 is an illustrative embodiment of a system 300 for
authenticating an identity of a calling party or telephone
caller. As mentioned above, although some telephone sys-
tems enable caller identification (caller ID) information to be
transmitted to a called party, there may be situations where
caller ID information is unavailable or blocked. Additionally,
a calling party may have the ability to create and transmit false
or misleading information to a called party (e.g., as part of the
caller ID information or as a separate transmitted element of
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the call). System 300 enables authentication of caller identity.
System 300 may be implemented on data processing systems
or platforms such as, but not limited to, servers 140 and/or
150, clients 110 and/or 120, or at other data processing system
locations (e.g., on telephone or mobile/wireless units). For
example, in the embodiment illustrated in FIG. 3, system 300
comprises a certificate of authority 302 and having one or
more processor units 304 and a memory 306. In the embodi-
ment illustrated in FIG. 3, memory 306 comprises a registra-
tion module 308 and account data 310. Registration module
308 is used to register a telephone unit 312 and/or a user/
owner of telephone unit 312 to enable an identity of a caller or
user of telephone unit 312 to be authenticated by a called or
receiving telephone unit. In some embodiments, certificate
authority 302 may comprise a telephone service provider;
however, it should be understood that in some embodiments,
certificate authority 302 may comprise an entity other than a
telephone service provider. Registration module 308 may be
implemented in any suitable manner using known techniques
that may be hardware-based, software-based, or some com-
bination of both. For example, registration module 308 may
comprise software, logic and/or executable code for perform-
ing various functions as described herein (e.g., residing as
software and/or an algorithm running on a processor unit,
hardware logic residing in a processor or other type of logic
chip, centralized in a single integrated circuit or distributed
among different chips in a data processing system).

In the embodiment illustrated in FIG. 3, registration mod-
ule 308 includes a cryptographic module 320 for performing
various functions and/or operations corresponding to regis-
tering telephone unit 312 for caller authentication. For
example, in some embodiments, cryptographic module 320 is
used to generate a set of encryption/decryption keys corre-
sponding to the registered telephone unit to enable a caller
identification object associated with the registered telephone
unit to be encrypted with a respective encryption key and
decrypted by a called telephone unit with the respective
decryption key. In the embodiment illustrated in FIG. 3,
account data 310 comprises information associated with each
registered telephone unit for which encryption and decryp-
tion keys have been generated. For example, in some embodi-
ments, each user or owner 324 of a particular telephone unit
may be assigned or have associated therewith a particular
telephone number 326. For the particular user 324 and/or
telephone number 326, cryptographic module 320 is used to
generate an asymmetric key pair comprising an encryption
key 328 and a decryption key 330. As will be described in
further detail below, in connection with an outgoing tele-
phone call by a telephone unit, encryption key 328 is used to
encrypt an identification object corresponding to the caller/
user of the telephone unit, and decryption key 330 is used to
decrypt an encrypted identification object received as part of
a telephone call from another telephone unit. The registration
of'telephone unit 312 with certificate authority 302 and/or the
communication of encryption/decryption keys 328/330 may
be performed over a communication network 332 such as, but
not limited to, the Internet, a telephone switching network, or
other type of communication network.

Inthe embodiment illustrated in FIG. 3, telephone unit 312
includes one or more processor units 340 and a memory 342.
In the illustrated embodiment, memory 342 includes a cryp-
tographic module 350, authentication logic 352, and an iden-
tification object 354. Identification object 354 may comprise
any type of object having personally identifiable information
corresponding to a user/owner of telephone unit 312. For
example, identification object 354 may comprise a text object
(e.g., a vCard or other type of text file) including a name or
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other identifying information corresponding to the user (call-
ing party) of telephone unit 312, a digital image of the user, or
other type of information uniquely identifying the user to
enable another telephone unit (called party) to authenticate
the identity of the calling party. Cryptographic module 350 is
used to encrypt identification object 354 to enable the
encrypted identification object 354 to be transmitted over a
telephone switch network to a receiving telephone unit.
Authentication logic 352 may be used to interface with cer-
tificate authority 302 to enable registration of telephone unit
312 with certificate of authority 302 and/or obtain/receive
encryption/decryption keys from the certificate of authority
302. Authentication logic 352 may also be used to analyze
and/or otherwise verity an identification object (e.g., after
decryption) received from another telephone unit. Crypto-
graphic module 350 and/or authentication logic 352 may be
implemented in any suitable manner using known techniques
that may be hardware-based, software-based, or some com-
bination of both. For example, cryptographic module 350
and/or authentication logic 352 may comprise software, logic
and/or executable code for performing various functions as
described herein (e.g., residing as software and/or an algo-
rithm running on a processor unit, hardware logic residing in
a processor or other type of logic chip, centralized in a single
integrated circuit or distributed among different chips in a
data processing system).

In the illustrated embodiment, memory 342 also includes
encryption/decryption data 360 comprising an encryption
key 362 and, if obtained by telephone unit 312, one or more
decryption keys 364 corresponding to other telephone units.
Encryption key 362 comprises the encryption key generated
by certificate of authority 302 and assigned to telephone unit
312 (e.g., encryption key 328 corresponding to a particular
telephone unit). In the illustrated embodiment, each tele-
phone number 370 corresponding to another telephone unit is
associated with and/or otherwise related to a particular
decryption key 372 for decrypting an encrypted identification
object received from a telephone unit corresponding to the
particular telephone number 370. The decryption key 372
may be obtained by telephone unit 312 from the certificate of
authority 302 or directly from another telephone unit.

In operation, a user/owner or other entity may register
telephone unit 312 with certificate of authority 302 (e.g., upon
initiation of telephone service with a service provider or at
another time) to enable the generation of encryption key 328
to be used by telephone unit 312 to encrypt identification
object 354 and the generation of decryption key 330 to be
used by other telephone units to decrypt an encrypted identi-
fication object received from telephone unit 312. The encryp-
tion key 328 associated with the particular telephone number
326 assigned to telephone unit 312 (e.g., a telephone number
stored on a subscriber identity module (SIM) card of tele-
phone unit 312) may be obtained from certificate of authority
302 and entered/stored manually in telephone unit 312 (e.g.,
as encryption key 362) or obtained/received electronically via
network 332 from certificate of authority 302. In some
embodiments, only encryption key 328/362 is received by
telephone unit 312 from certificate of authority 302 while
decryption key 330 associated with telephone unit 312 may
be obtained by other telephone units directly from certificate
of authority 302. In other embodiments, decryption key 334
telephone unit 312 may also be obtained by telephone unit
312 from certificate of authority 302 and stored on telephone
unit 312 to facilitate the transmittal of decryption key 332 to
other telephone units to thereafter enable such other tele-
phone units to decrypt an encrypted identification object 354
received from telephone unit 312. For example, in some
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embodiments, a user/owner of telephone unit 312 may pro-
vide a user/owner of another telephone unit with its decryp-
tion key 330 by oral communication to enable another user/
owner of a telephone unit to enter/store decryption key 330 in
their telephone unit (e.g., by entering a code into the receiving
party’s telephone unit using a keypad or other input device).
In some embodiments, telephone unit 312 may be configured
to automatically transmit the decryption key 330 associated
with telephone unit 312 to another telephone unit (e.g., in
response to a user/owner of telephone unit 312 inputting a
transmit request or other code such that telephone unit 312
automatically transmits decryption key 330 over a telephone
switch network to the receiving telephone unit, such as in the
form of dual-tone multi-frequency (DTMF) signals). The
receiving telephone unit may be configured to prepare to
accept a particular series of DTMF signals as the decryption
key 330 corresponding to the communicating telephone unit
312 and store decryption key 330 as corresponding to the
decryption key for telephone unit 312.

In response to initiation of a telephone call by telephone
unit 312, authentication logic 352 may cause cryptographic
module 350 to encrypt identification object 354 using encryp-
tion key 362 and transmit the encrypted identification object
354 to a receiving telephone unit as part of the initiated
telephone call (e.g., inserted into the body of the session
initiation protocol (SIP) invitation). At the receiving tele-
phone unit, authentication logic 352 may identify the tele-
phone number 370 of the initiating telephone unit 312 (e.g.,
via caller ID information) and determine/identify the decryp-
tion key 372 associated with the calling telephone unit 312 to
enable decryption of the received encrypted identification
object 354. The receiving telephone unit decrypts the
encrypted identification object 354 and authentication logic
352 on the receiving telephone unit may be used to verify
and/or authenticate the identity of the user/owner of the call-
ing telephone unit 312 (e.g., by evaluating the legibility of the
decrypted identification object 354 or by otherwise display-
ing to a user/owner of the receiving telephone unit the result
of the decrypted identification object 354 to thereby enable
the user/owner of the receiving telephone unit to evaluate the
decrypted result).

FIG. 4 is a diagram illustrating derivation of a decryption
key 330 in response to receipt of a telephone call from another
telephone unit including an encrypted identification object. In
some embodiments, certificate of authority 302 may generate
a decryption code 402 that is used in combination with a
particular telephone number 326 to form decryption key 330
corresponding to a calling telephone unit. For example, in
some embodiments, decryption code 402 may comprise an
alphanumeric string that is combined with a numeric string
corresponding to a particular telephone number 326 of the
calling telephone unit to form decryption key 330 that is then
used to decrypt a received encrypted identification object
from the calling telephone unit. In some embodiments, the
telephone number 326 of the calling telephone unit may be
derived from caller identification information that enables
identification of the telephone number of the telephone unit
initiating the telephone call. The receiving telephone unit
may then access a relational database (e.g., decryption keys
364) to identify a particular decryption code 402 associated
with the caller telephone number 326.

FIG. 5 is a diagram illustrating authentication of phone
caller identity in accordance with an embodiment of the
present disclosure. In the illustrated embodiment, telephone
unit312, is initiating a telephone call to a telephone unit 312,.
Forillustrative purposes, telephoneunit 312, may correspond
to a user 324, and have assigned thereto telephone number
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326, (FIG. 3). Telephone unit 312, registered with certificate
of authority 302 and was assigned encryption key 328, and
decryption key 330,. At least encryption key 328, is stored on
telephone unit 312, (in some embodiments, decryption key
330, may also be stored on telephone unit 312,). Telephone
unit 312, may also have registered with certificate of author-
ity 302 and had assigned thereto for a user 324, a telephone
number 326, along with an encryption key 328, and a decryp-
tion key 331,. At least encryption key 328, is stored on tele-
phone unit 312, (in some embodiments, decryption key 330,
may also be stored on telephone unit 312,).

During a previous telephone communication exchange
between telephone units 312, and 312,, telephone unit 312,
may have transmitted to telephone unit 312, its decryption
key 330,. In some embodiments, telephone unit 312, may
have received decryption key 330, directly from certificate
authority 302. Telephone unit 312, stores therein decryption
key 330, as corresponding to the telephone number 326,.

In operation, telephone unit 312, initiates a telephone call
to telephone unit 312,, and as part of the initiated telephone
call, retrieves its identification object 354 and encrypts iden-
tification object 354 with encryption key 328,. Telephone unit
312, transmits the encrypted identification object 354 to a
telephone switch network 500 destined to telephone unit
312,. Telephone unit 312, receives the encrypted identifica-
tion object 354 along with caller identification information
(e.g., telephone number 326, corresponding to telephone unit
312,). Authentication logic 352 on telephone unit 312, deter-
mines and/or identifies the decryption key corresponding to
telephone number 326, (e.g., decryption key 330,) and
decrypts the received encrypted identification object 354
using cryptographic module 350. As indicated above, in some
embodiments, decryption key 330, may be formed basedona
combination of telephone number 326, and a particular
decryption code 402 assigned to telephone number 326,.
Authentication logic 352 on telephone unit 312, evaluates
and/or otherwise displays the result of the decryption to
authenticate the calling party of telephone unit 312,.

As discussed above, telephone unit 312, may have stored
thereon a plurality of correlated telephone numbers and
decryption keys corresponding to a plurality of other tele-
phone units such that an encrypted identification object
received from any such other telephone unit may be
decrypted using a corresponding decryption key. The decryp-
tion keys corresponding to such other telephone units may
have been obtained directly from certificate authority 302 or
directly from the other telephone units. For example, as
described above, during a previous communication exchange
between telephone unit 312, and telephone unit 312,, a user/
owner of telephone unit 312, may have initiated a transmittal
of'its decryption key 330, to telephone unit 312, by inputting
a particular code or request input (e.g., inputting a passcode,
pin or other input into a keypad of telephone unit 312,). A
user/owner of telephone unit 312, may have initiated a pro-
cess on telephone unit 312, to receive, accept, assign and
store on telephone unit 312, the received decryption key 330,
as corresponding to telephone number 326, thereby enabling
subsequently received encrypted identification objects 354
from telephone unit 312, to be decrypted and the identity of
the caller authenticated.

FIG. 6 a flow diagram illustrating an embodiment of a
method for authentication of phone caller identity. The
method begins at block 602, where telephone unit 312 is
registered with certificate authority 302. At block 604, cer-
tificate authority 302 generates encryption key 328 and
decryption key 330 for the registered telephone unit 312. At
block 606, telephone unit 312 receives and stores therein an
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encryption key 328. Atblock 608, telephone unit 312 receives
and stores therein decryption key 330. At block 610, identi-
fication object 354 is generated containing personally identi-
fiable information corresponding to a caller/owner of tele-
phone unit 312. At block 612, telephone unit 312 initiates a
call to another telephone unit. At block 614, authentication
logic 352 retrieves identification object 354 and encrypts
identification object 354 with encryption key 328. At block
616, telephone unit 312 transmits the encrypted identification
object 354 to the telephone switch network 502 destined for
the called telephone unit.

FIG. 7 is a flow diagram illustrating another embodiment
of' a method for authentication of phone caller identity. The
method begins at block 702, where a telephone unit (e.g.,
telephone 312,) obtains and/or retrieves a decryption key 330
and/or decryption code 402 for a desired or particular tele-
phone unit (e.g., for telephone unit 312, ). At block 704, a call
is received from another telephone unit (e.g., acall is received
by telephone unit 312, from telephone unit 312,). At block
706, the telephone unit receives an encrypted identification
object 354 from the calling telephone unit (e.g., telephone
unit 312, receives an encrypted identification object 354 from
telephone unit 312, ). At block 708, the telephone unit deter-
mines and/or otherwise identifies the decryption key/code
corresponding to the calling telephone unit (e.g., determines
and/or otherwise identifies the decryption key/code 330,/402
corresponding to telephone unit 312, based on telephone
number 326,). At block 710, authentication logic 352 and/or
cryptographic module 350 on the receiving telephone unit is
used to decrypt the received encrypted identification object
354. At block 712, authentication logic 352 authenticates the
identity of the calling party (e.g., by evaluating and/or veri-
fying the legibility of the decrypted identification object 354
(e.g., by parsing various portions of the decrypted result that
should correspond to a common or expected data format), by
displaying the result of the decryption to the user/owner of the
receiving telephone unit or otherwise evaluating the result of
the decryption).

Thus, embodiments of the present disclosure enable
authentication of a caller’s identity in a mobile or wireless
phone call. For example, embodiments of the present disclo-
sure enable a calling party to encrypt an identification object
having information corresponding to an identity of the calling
party and transmit the encrypted identification information to
the called party as part of the telephone call (e.g., inserted into
the body of the session initiation protocol (SIP) invitation).
The receiving or called party may decrypt the received iden-
tification object using a decryption key previously received
from the calling party or received from a third party certificate
authority (e.g., a telephone service provider). The decrypted
result may then be evaluated to determine the authenticity of
the identity of the calling party. For example, if the decrypted
result is scrambled or illegible, the authentication logic 352
may return an error or other notice of failure of caller identity
authentication. The receiving or called party may then reject
the call, if desired.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the disclosure. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
elements, components, and/or groups thereof.
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The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present disclosure has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the disclosure in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the disclosure. The embodiment was chosen and
described in order to best explain the principles of the disclo-
sure and the practical application, and to enable others of
ordinary skill in the art to understand the disclosure for vari-
ous embodiments with various modifications as are suited to
the particular use contemplated.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

What is claimed is:

1. A method, comprising:

responsive to initiation of a telephone call by a caller from

a first telephone unit to a second telephone unit, retriev-
ing an identification object comprising identification
information corresponding to the caller;
encrypting the identification object by the first telephone
unit using an encryption key stored on the first telephone
unit, the encryption key associated with a telephone
number assigned to the first telephone unit; and

transmitting, as part of the telephone call, the encrypted
caller identification object from the first telephone unit
to atelephone network destined for the second telephone
unit.

2. The method of claim 1, further comprising:

registering the first telephone unit with a certificate author-

ity; and

responsive to registering the first telephone unit with the

certificate authority, receiving and storing, on the first
telephone unit, the encryption key from the certificate
authority.

3. The method of claim 2, wherein registering the first
telephone unit comprises registering the first telephone unit
with a telephone service provider.

4. The method of claim 2, further comprising, responsive to
registering the first telephone unit with the certificate author-
ity, receiving a decryption key from the certificate authority
for decrypting the encrypted caller identification object.

5. The method of claim 4, further comprising transmitting
the decryption key to the telephone network destined for the
second telephone unit.

20

25

30

35

40

45

50

55

60

12

6. The method of claim 4, further comprising:

storing the decryption key on the first telephone unit; and

responsive to receiving an input requesting a transmission
of the decryption key, automatically transmitting the
decryption key to the telephone network destined for the
second telephone unit.

7. The method of claim 1, further comprising:

responsive to receiving a call from the second telephone
unit, identifying an encrypted identification object
received from the second telephone unit;

identifying a decryption key associated with the call from
the second telephone unit;

decrypting the identification object received from the sec-
ond telephone unit; and

verifying an identity of a caller placing the call from the
second telephone unit based on the decrypted identifi-
cation object.

8. The method of claim 7, wherein identifying the decryp-
tion key associated with the call comprises identifying a
telephone number associated with the call from the second
telephone unit.

9. A system, comprising:

a first telephone unit having a processor and logic execut-
able by the processor, the logic executable by the pro-
cessor to:

responsive to initiation of a telephone call by a caller from
the first telephone unit to a second telephone unit,
retrieve an identification object comprising identifica-
tion information corresponding to the caller;

encrypt the identification object using an encryption key
stored on the first telephone unit, the encryption key
associated with a telephone number assigned to the first
telephone unit; and

transmit, as part of the telephone call, the encrypted caller
identification object to a telephone network destined for
the second telephone unit.

10. The system of claim 9, wherein the logic is executable
to, responsive to registering the first telephone unit with a
certificate authority, receive and store, on the first telephone
unit, the encryption key from the certificate authority.

11. The system of claim 10, wherein the logic is executable
to receive the encryption key from a telephone service pro-
vider as the certificate authority.

12. The system of claim 10, wherein the logic is executable
to, responsive to registering the first telephone unit with the
certificate authority, receive a decryption key from the cer-
tificate authority for decrypting the encrypted caller identifi-
cation object.

13. The system of claim 12, wherein the logic is executable
to transmit the decryption key to the telephone network des-
tined for the second telephone unit.

14. The system of claim 12, wherein the logic is executable
to:

store the decryption key on the first telephone unit; and

responsive to receiving an input requesting a transmission
ofthe decryption key, automatically transmit the decryp-
tion key to the telephone network destined for the second
telephone unit.

15. The system of claim 9, wherein the logic is executable

to:

responsive to receiving a call from the second telephone
unit, identify an encrypted identification object received
from the second telephone unit;

identify a decryption key associated with the call from the
second telephone unit;

decrypt the identification object received from the second
telephone unit; and



US 9,232,394 B2

13

verify an identity of a caller placing the call from the
second telephone unit based on the decrypted identifi-
cation object.

16. A computer program product for authentication of
phone caller identity, the computer program product compris-
ing:

non-transitory computer readable medium having com-

puter readable program code embodied therewith, the
computer readable program code comprising computer
readable program code configured to:

responsive to initiation of a telephone call by a caller from

a first telephone unit to a second telephone unit, retrieve
an identification object comprising identification infor-
mation corresponding to the caller;
encrypt the identification object by the first telephone unit
using an encryption key stored on the first telephone
unit, the encryption key associated with a telephone
number assigned to the first telephone unit; and

transmit, as part of the telephone call, the encrypted caller
identification object from the first telephone unit to a
telephone network destined for the second telephone
unit.

17. The computer program product of claim 16, wherein
the computer readable program code is configured to, respon-
sive to registering the first telephone unit with a certificate
authority, receive and store, on the first telephone unit, the
encryption key from the certificate authority.

18. The computer program product of claim 17, wherein
the computer readable program code is configured to receive
the encryption key from a telephone service provider as the
certificate authority.

19. The computer program product of claim 16, wherein
the computer readable program code is configured to, respon-
sive to registering the first telephone unit with the certificate
authority, receive a decryption key from the certificate author-
ity for decrypting the encrypted caller identification object.

20. The computer program product of claim 19, wherein
the computer readable program code is configured to transmit
the decryption key to the telephone network destined for the
second telephone unit.
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21. The computer program product of claim 16, wherein
the computer readable program code is configured to:

responsive to receiving a call from the second telephone

unit, identify an encrypted identification object received
from the second telephone unit;

identify a decryption key associated with the call from the

second telephone unit;

decrypt the identification object received from the second

telephone unit; and

verify an identity of a caller placing the call from the

second telephone unit based on the decrypted identifi-
cation object.

22. A method, comprising:

responsive to receiving, by a first telephone unit, a call from

a second telephone unit, identifying an encrypted iden-
tification object received from the second telephone
unit;

identifying a telephone number corresponding to the sec-

ond telephone unit;

determining a decryption key associated with the call from

the second telephone unit based on the telephone num-
ber;
decrypting the identification object received from the sec-
ond telephone unit with the decryption key; and

verifying an identity of a caller placing the call from the
second telephone unit based on the decrypted identifi-
cation object.

23. The method of claim 22, wherein determining the
decryption key comprises generating the decryption key by
combining the telephone number with a decryption code.

24. The method of claim 23, further comprising receiving
the decryption code from a certificate authority based on the
telephone number.

25. The method of claim 22, wherein veritying the identity
of the caller comprises evaluating the legibility of the
decrypted identification object.
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